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(57) ABSTRACT

In an example embodiment, a deep learning algorithm 1is
introduced that operates directly on a raw sequence of user
activity 1n an online network. This allows the system to
scalably leverage more of the available signal hidden 1n the
data and stop adversarial attacks more efliciently than other
machine-learned models. More particularly, each specific
request path 1s translated into a standardized token that
indicates the type of the request (e.g., profile view, search,
login, etc.). This eliminates the need for human curation of
teatures. Then, the standardized request paths are standard-
1zed to itegers based on the frequency of that request path
across all users. This allows information about how common
a given type of request 1s to be provided to the machine-
learned model. The integer array 1s the activity sequence that
1s fed into the deep learning algorithm.

20 Claims, 9 Drawing Sheets

DATA REPOSITORY 434 E

C DATAA422 -

] :

i
K
n
]
K
r
n
[
r
L.

g"’ DATA X 424

;

ISCLATION
FORESE
MACHINE-
g LEARNED
MODEL 430

BT R T LA T AT LS

Ea bk ek byl n bl

:
E
E
:
.




US 11,936,682 B2

Page 2
(56) References Cited
U.S. PATENT DOCUMENTS

2021/0273973 Al* 9/2021 Boyer ............. HO4L 63/1416
2022/0303288 Al* 9/2022 Wang .................. HO4L 63/1433
2023/0007024 Al1* 1/2023 Maria Vega ........ HO4L 63/1425
2023/0012220 Al1* 1/2023 Humphrey .............. HO04L. 41/16
2023/0083949 Al* 3/2023 Mutolo ................... HO041. 63/14

726/23

OTHER PUBLICATIONS

Zhao, et al., “BotGraph: Large Scale Spamming Botnet Detection”,
In Proceedings of 6th USENIX Symposium on Networked Systems

Design and Implementation, Apr. 22, 2009, pp. 321-334.
Noorshams, et al., “TIES: Temporal Interaction Embeddings for

Enhancing Social Media Integrity at Facebook™, in Repository of
arX1v:2002.07917v1, Feb. 18, 2020, 9 Pages.

* cited by examiner



US 11,936,682 B2

Sheet 1 of 9

Mar. 19, 2024

U.S. Patent

0l

SNOILOV
ddH10

0bl

3l

[ OIAH

1NOYOT

301

gbl

1|
I
|

NIDO| HOdVY dS

90l
JNIL

S1S3dN0J4 NIIMLd9 1V

142

140)"

.
UALL

001

MAIA
31110dd

¢0l

>
.
.

T

0¢
07
09

08
001

chl

SddldILNAdl
3714 0dd

1ONILSIC




US 11,936,682 B2

Sheet 2 of 9

Mar. 19, 2024

U.S. Patent

404

SNOIL
ddHl

1NODO0]

Ay

Nﬂlﬁlﬁl\ﬂﬁl\ﬁl\l
R ﬂﬂ\llﬁﬂll\%'\
BRZ7:HRZ 70 7Z R
\Ilf\l\lﬁlﬂﬁlﬁkl
Ik\\lﬂ“\llﬁlhﬁﬂl
Illhlﬁ%ll\lﬂﬁlﬁ%
M7= L sl EIM\I
&IIN.IE\ l\ | URSH

¢0¢ 00¢

T

7
2

M3IA
HOEV S I1408d |
/

-



US 11,936,682 B2

Sheet 3 of 9

SNOILOY [
M3IHIO [

%
Iomqmwm mﬁmﬁ_up& m
s

7zEE7ZE: RN NN
124 A A A O

Mar. 19, 2024

U.S. Patent

IIIIIIMIIIIIIIII
HERZE:E:ERZ N2
IIIII\IIEI\IIIII
HEEEEEEREEEEE: -0




0ty 1HUON
(JINavd 1

US 11,936,682 B2

g¢v 13UOW (INdIVd

-INIHOVIA ] -
STMO- ANIHOVIN ONINY Y31 d 0£7 ITNAOW NOILOVY3
NOLLVIOS] 82y 3TNAOW HOYV3S
)
= 9Zy I1NAOIN J1140Yd
-
=25
7> 817 WHOMLIN TWNOISSIH0Hd ANITNO
-
g
~
-
N
Y
o A yOv
= V ALILN3
>

yev Ad0LS0ddd V 007

U.S. Patent



U.S. Patent Mar. 19, 2024 Sheet 5 of 9 US 11,936,682 B2

USER REQUEST PATH SEQUENCE
EaBSUEREREnERAENY
L L T bl B Y Fl
AaNIIERGERE AR NN

BN RS ENCEEES L _
I 0 TIME DIFFERENCE BETWEEN
T A TERA T USER REQUESTS

AEERYERESERENRSE )
L] BAA T FA T L] E

-
o

-----------------------------------------------------------------------------------------




U.S. Patent Mar. 19, 2024 Sheet 6 of 9 US 11,936,682 B2

/\/600

ONC

FilG. 6



U.S. Patent Mar. 19, 2024 Sheet 7 of 9 US 11,936,682 B2

OBTAN
TRAINING DATA 700

702 /\/

S TANDARDIZE REQUEST PATHS IN
TRAINING DATA INTO TOKENS 704

-NS TO INTEGE
706

FEED LABELS, TOKENS, AND
INTEGERS INTO MACHINE
LEARNING ALGORITHM TO TRAIN

LONG SHORT-TERM MEMORY
DEEP LEARNING MACHINE-
LEARNED MODEL 708

FilG. 7



U.S. Patent Mar. 19, 2024 Sheet 8 of 9 US 11,936,682 B2

8001

802

_ SOFTWAREARCHITECTURE 810
APPLICATIONS

THIRD PARTY

APPLICATION 14
CONTACTS MEDIA
BROWSER MESSAGING

8% 864
BOOK READER GAME

APl CALLS 808 MESSAGES

FRAMEWORKS

806

812

LIBRARIES
830 832 834
' SYSTEM l ‘ AP l ‘ OTHER I
804
OPERATING SYSTEM

820 822 824
KERNEL SERVICES DRIVERS
10w

MACHINE

910 930 950
PROCESSORS MEMORY /0 COMPONENTS

FiG. &




U.S. Patent Mar. 19, 2024 Sheet 9 of 9 US 11,936,682 B2

900
2 ______ o~ Ve
PROCESSOR891 2 ‘: o MEMORY 934
' MAIN MEMORY || STATIC MEMORY
PROCES%%R e o
NSTRUCTIONS INSTRUCTIONS| || INSTRUCTIONS
O

O 914
PROCESSOR

916
INSTRUCTIONS

MACHINE-READABLE MEDIUM

916
INSTRUCTIONS

I
I
I
I
I
I
I
I
l
I STORAGE UNIT
I
I
I
I
I
I
I

|
|
|
|
|
|
|
|
O |
|
|
|
|
|
|
|
|
|

QUTPUT BIOMETRIC

VISUAL EXPRESSION
ACOUSTIC BIOSIGNALS

HAPTIC IDENTIFICATION

MOTION POSITION
ACCELERATION LOCATION

GRAVITATION ALTITUDE
ROTATION ORIENTATION

WIRED CELLULAR
NEAR FIELD WI-FI

DEVICES

FilG. 9



US 11,936,682 B2

1

DEEP LEARNING TO DETECT ABUSIVE
SEQUENCES OF USER ACTIVITY IN
ONLINE NETWORK

TECHNICAL FIELD

The present disclosure generally relates to technical prob-
lems encountered 1n machine learning. More specifically, the
present disclosure relates to the use of deep learning to
detect abusive sequences of user activity in an online
network.

BACKGROUND

The rise of the Internet has occasioned two disparate yet
related phenomena: the increase in the presence of online
networks, such as social networking services, with their
corresponding user profiles visible to large numbers of
people, and the increase in abusive activities taken by
unscrupulous actors using the online network. Various types
of abusive activities have become commonplace, such as the
creation of fake accounts, hacking of legitimate accounts to
post content or perform other account activities without the
account holder’s consent, unauthorized data scraping (where
online content, such as user profiles, are scanned by auto-
mated bots and the content taken for use outside the online
network), and automated spam.

What 1s needed 1s a solution that can reduce or eliminate
such abusive activities 1n an online network.

BRIEF DESCRIPTION OF THE DRAWINGS

Some embodiments of the technology are illustrated, by
way of example and not limitation, in the figures of the
accompanying drawings.

FIG. 1 1s a diagram 1illustrating a visualization of profile
scraping activity by a logged-1in member, in accordance with
an example embodiment.

FIG. 2 1s a diagram illustrating a visualization of a
resulting encoded activity sequence of a first user, 1n accor-
dance with an example embodiment.

FIG. 3 1s a diagram illustrating a visualization of a
resulting encoded activity sequence of a second user, in
accordance with an example embodiment.

FIG. 4 1s a block diagram illustrating a system for
detecting abusive operations 1n an online network, 1n accor-
dance with an example embodiment.

FIG. 5 1s a block diagram illustrating a deep learming
machine-learned model 1n more detail, in accordance with
an example embodiment.

FIG. 6 1s a block diagram 1llustrating an example 1solation
tree 1n accordance with an example embodiment.

FIG. 7 1s a flow diagram 1illustrating a method, in accor-
dance with an example embodiment.

FIG. 8 1s a block diagram illustrating a software archi-
tecture, 1n accordance with an example embodiment.

FIG. 9 illustrates a diagrammatic representation of a
machine 1n the form of a computer system within which a set
ol instructions may be executed for causing the machine to
perform any one or more of the methodologies discussed
herein, according to an example embodiment.

DETAILED DESCRIPTION

Overview
The present disclosure describes, among other things,
methods, systems, and computer program products that
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2

individually provide various functionality. In the following
description, for purposes of explanation, numerous specific
details are set forth 1n order to provide a thorough under-
standing of the various aspects of diflerent embodiments of
the present disclosure. It will be evident, however, to one
skilled 1n the art, that the present disclosure may be practiced
without all of the specific details.

One approach to reducing and/or eliminating abusive
activities 1 an online network 1s to train and utilize a
machine-learned model using a machine learning algorithm.
The machine-learned model can be trained to 1dentity abu-
s1ve activities and either alert an administrator who can take
steps to stop the abusive activities (e.g., suspending access)
or can automatically take such steps.

There are technical problems encountered, however,
when applying machine learning to abusive activity detec-
tion 1n an online network. In many online networks there are
multiple heterogeneous site surfaces that need to be
defended. In other words, there are many different interfaces
and/or portions of interfaces that an attacker may use to
launch an attack. Each of these site surfaces would need to
have 1ts own separately trained machine-learned model.
Further, traditional machine-learned models use hand-engi-
neered features that are specific to particular types of abu-
sive behavior and site surface. Additionally, traditional fea-
tures engineered by humans may not fully leverage the
available signals 1n rich member activity patterns. Lastly,
since many of the abusive attacks are mnitiated with adver-
sarial intent, such attackers are often quick to adapt and
evolve to evade anti-abuse defenses.

In an example embodiment, a deep learning machine-
learned model 1s mtroduced that operates directly on a raw
sequence of user activity in an online network. This allows
the system to scalably leverage more of the available signals
hidden in the data and stop adversarial attacks more efli-
ciently than other machine-learned models.

As a user visits an online network, such as a social
networking service, the user’s web browser or application
makes many requests to the servers of the online network.
Each request includes a path identilfying the part of the
online network the user’s browser or application intends to
access. In order to directly and scalably leverage the rich
signals from member activity patterns, mn an example
embodiment, a standardized dataset 1s created, capturing the
sequence ol user requests to an online network.

More particularly, each specific request path 1s translated
into a standardized token that indicates the type of the
request (e.g., profile view, search, login, etc.). This elimi-
nates the need for human curation of features. Then, the
standardized request paths are standardized to integers based
on the frequency of that request path across all users. This
allows information about how common a given type of
request 1s to be provided to the machine-learned model. The
integer array 1s the activity sequence that 1s fed into the deep
learning algorithm.

The deep learning algorithm may then use natural lan-
guage processing (NLP) techniques to classily these
sequences. Rather than classity the sentiment of a sequence
of human-language words as positive or negative, however,
here a sequence of user requests 1s classified as abusive or
not abusive.

In an example embodiment, a supervised long short-term
memory (LSTM) deep learning model 1s used to produce a
score for each encoded request path sequence passed to the
model. This score may be termed an “abuse score” and 1s
indicative of a likelihood (as forecast by the model) that the
encoded request path sequence i1s retlective of abusive
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operations. The type, order, and frequency of the particular
requests 1n the request paths may be used as part of this
process. After some preprocessing ol the request path
sequence data, the sequence of time differences between
consecutive requests may be concatenated to leverage tim-
ing information.

Training labels may be chosen based on the type of abuse
to be detected. For example, to detect logged-in accounts
scraping profile data, the ground truth labels used to train the
activity sequence model may be indicative of whether
scraping actually did occur 1n a past case (1n the training
data). In some example embodiments, an unsupervised
outlier-detection model, such as one based on an 1solation-
forest library, may be used to generate the labels.

The result 1s a machine-learned model that leverages
subtle signals associated with the ordering and timing of
member requests. This helps avoid the 1ssues with machine-
learned models that use handcrafted features that are tuned
for a narrow type of behavior, which can be lossy due to the
use of aggregations and summary statistics, and additionally
have trouble scaling. More particularly, hand-crafted fea-
tures often rely upon summarization techniques that can
result 1n some information being lost during the summari-
zation process. Rather, the machine-learned model does not
lose information via a limited set of lossy handcrafted
features. Further, by maximally leveraging the available
signal using deep learning rather than feature engineering,
signal limitations of alternative models can be ameliorated.
Abuse can be caught earlier, because the technique allows
the model to exploit more of the behavioral signal that 1s
already available in the data.

DESCRIPTION

The disclosed embodiments provide a method, apparatus,
and system for traiming and using a deep learning machine-
learned model that operates directly on a raw sequence of
user activity 1n an online network, 1n order to detect abusive
activities. This allows the system to scalably leverage more
of the available signal hidden 1n the data and stop adversarial
attacks more etliciently than other machine-learned models.

The term “abusive” in this context means that the user
account that 1s associated with the activities 1s engaging 1n
operations that are prohibited by the online network. This
may include, but 1s not limited to, scraping data without
permission, creation ol fake accounts, account takeovers,
and automated spam. Not all of these activities are always
“bad”. Scraping, for example, 1s expressly authorized for
search engines in order to collect and 1index information
throughout the Internet. What makes scraping abusive i1s
when 1t 1s performed without permission. Unauthorized
scraping refers to the automated collection of data from the
online network without the permission of the online network
or 1ts users. One strategy that unauthorized scrapers use to
collect data 1s to automate the behavior of accounts logged
into the online network. Logged-in scraping can be per-
formed by real accounts (e.g., users using browser exten-
s1ons to automate their behavior) or fake accounts (accounts
that do not correspond to a real person, which are created by
bad actors to scale their ability to scrape data).

It should be noted that while specific embodiments are
described herein 1n the context of scraping, the same deep
learning model may be used to detect other types of abusive
operations, and nothing 1n this document shall be interpreted
as limiting scope of protection to scraping detection, unless
expressly recited.
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As a user visits an online network, such as a social
networking service, the user’s web browser or application
makes many requests to the servers of the online network.
Each request includes a path identifying the part of the
online network the user’s browser or application intends to
access. FIG. 1 1s a diagram illustrating a visualization of
profile scraping activity by a logged-in member, 1n accor-
dance with an example embodiment. Here, a sequence 100
1s visualized as a series of discrete operations, each classified
under a different “type” of operation. For example, some of
the operations are profile view operations 102, some of the
operations are search operations 104, some of the operations
are login operations 106, some of the operations are logout
operations 108, and the remainder are classified as “other
user actions” 110. Graph 112 depicts how each sequence,
such as sequence 100, sequence 114, sequence 116,
sequence 118, and sequence 120 may be performed at
different times or in different sessions. Each sequence rep-
resents a series of requests. The sequences may be divided
from each other based on either time or session. For
example, the system may divide sequences by day, such that
cach sequence 1s a diflerent day’s requests from a particular
user. Alternatively, the system may divide sequences by
session, such that each sequence 1s a diflerent session’s
requests from the particular user. The y-axis of the graph 112
represents the distinct profiles views—each unique profile
viewed 1s assigned a new 1dentifier. The x-axis 1s time. This
particular user viewed five bursts of approximately 20
profiles each, while occasionally revisiting the same profiles
they had viewed previously.

In an example embodiment, an automated process may be
used to translate the specific path in each request a user
makes into a standardized model vocabulary. Specifically,
cach specific request path 1s translated into a standardized
token that indicates the type of the request (e.g., profile view,
search, login, etc.). Each token 1s an alphanumeric sequence
that uniquely corresponds to the type of the request. For
example, “profile view” may represent a profile view, or
alternatively “1X3F” may represent a profile view. Thus, 1f,
the path “linkedin.com/jamesverbus/” corresponds to a pro-
file view, then this path 1s translated to “profile view”. This
1s performed 1n an automated manner that does not require
human curation. The result 1s an encoded activity sequence,
where each request path has been replaced by a standardized
token representing the activity type.

Notably, the request paths in the sequence of request paths
are still kept 1n the same order when they are encoded. In
other words, 11 a particular request path came first 1n the
sequence, when that request path i1s standardized the resul-
tant token will also come first 1n the encoded version of the
sequence. The same 1s true for all the other request paths 1n
the sequence. Thus, the encoded activity sequence includes
the encoded request paths and the order of those encoded
request paths.

Then the standardized request paths are mapped to inte-
gers based on a ranking of the frequency of that request path
across all users. For example, if the profile view was the 37
most frequently standardized request graph among all users
during the time period, then the “profile view” standardized
request path would be mapped to the integer “3” This allows
information about how common a given type of request 1s to
be provided to the machine-learned model. The integer array
1s the activity sequence that 1s fed into the deep learning
algorithm.

FIG. 2 1s a diagram illustrating a visualization of a
resulting encoded activity sequence of a first user, 1n accor-
dance with an example embodiment. Here, each activity
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operation 1s represented as a box, such as box 200 or box
202. These boxes are patterned 1n a way that common paths
use the same pattern, and the uncommon paths use a
different pattern (with different patterns for diflerent levels
of commonality 1n the paths). The visualization may be read
left to right, top to bottom, with the first request being at box
200, and the last at box 204. Here, the first user 1s not using
abusive automation, as evidenced by the fact that the opera-
tions are more heterogeneous.

FIG. 3 1s a diagram 1illustrating a visualization of a
resulting encoded activity sequence ol a second user, in
accordance with an example embodiment. Here, the user 1s
using abusive automation, as evidenced by the fact that the
operations are more homogenous. It 1s dithcult for bad actors
using automation to simulate the subtle patterns of requests
created by normal, healthy, organic user behavior in an
online network. Of course, these patterns and their classifi-
cation are determined by the deep learning algorithm, and
not by a human viewer, and FIGS. 2 and 3 are merely
visualizations for the reader of this document to help illus-
trate the differences 1n the patterns.

As mentioned earlier, the deep learming algorithm may
then use natural language processing (NLP) techniques to
classily these sequences. Rather than classity the sentiment
of a sequence of human-language words as positive or
negative, however, here a sequence ol user requests 1s
classified as abusive or not abusive.

The disclosed embodiments provide a method, apparatus,
and system for managing malicious user activity with a
service. FIG. 4 1s a block diagram illustrating a system 400
for detecting abusive operations 1 an online network, 1n
accordance with an example embodiment. The detection
components may be implemented as a service that may be
provided by or associated with an online professional net-
work 418 or other community of users, which 1s used by a
set of entities (e.g., entity A 404, entity X 406) to interact
with one another 1n a professional, business and/or social
context.

The entities may include users that use online professional
network 418 to establish and maintain professional connec-
tions, list work and community experience, endorse and/or
recommend one another, search and apply for jobs, and/or
perform other actions. The entities may also include com-
panies, employers, and/or recruiters that use the online
proiessional network 418 to list jobs, search for potential
candidates, provide business-related updates to users, adver-
tise, and/or take other action. The enftities may further
include guests that are not registered users of the online
proiessional network 418 and thus have restricted access to
the online professional network.

Entities that are registered users of online professional
network 418 may use a profile module 426 1n the online
proiessional network 418 to create and edit profiles contain-
ing information related to the entities” professional and/or
industry backgrounds, experiences, summaries, projects,
skills, and so on. The profile module 426 may also allow the
entities to view the profiles of other entities in the online
proiessional network 418.

Entities that are registered users and guests may use a
search module 428 to search the online professional network
418 for people, companies, jobs, and/or other job- or busi-
ness-related information. For example, the entities may
input one or more keywords 1into a search bar to find profiles,
10b postings, articles, advertisements, and/or other informa-
tion that includes and/or otherwise matches the keyword(s).
The entities may additionally use an “Advanced Search”
teature of the online professional network 418 to search for
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profiles, jobs, and/or other information by categories such as
first name, last name, title, company, school, location, inter-
ests, relationship, industry, groups, salary, experience level,
etc.

Entities that are registered users of the online professional
network 418 may also use an interaction module 430 to
interact with other entities 1n the online professional network
418. For example, the interaction module 430 may allow an
entity to add other entities as connections, follow other
entities, send and receive messages with other entities, join
groups, and/or interact with (e.g., create, share, re-share,
like, and/or comment on) posts from other entities. The
interaction module 430 may also allow the entity to upload
and/or link an address book or contact list to facilitate
connections, follows, messaging, and/or other types of inter-
actions with the entity’s external contacts.

Those skilled 1n the art will appreciate that online pro-
tessional network 418 may include other components and/or
modules. For example, the online professional network 418
may include a homepage, landing page, and/or content feed
that provides the latest postings, articles, and/or updates
from the entities’ connections and/or groups to the entities.
Similarly, the online professional network 418 may include
features or mechanisms for recommending connections, job
postings, articles, and/or groups to the entities. Additionally,
there are other requests that aren’t directly mapped to a
user-facing component or activity such as profile views,
searches, and likes, that are encoded 1n the activity sequence
data. For example, these requests might relate to down-
stream API calls on the server side. These requests can
provide some of the rich signal that the model can exploit
better than could be exploited with traditional models using
hand-crafted features.

In one or more embodiments, data (e.g., data A 422, data
X 424) related to the enftities’ operations on the online
proiessional network 418 1s aggregated into a data reposi-
tory 434 for subsequent retrieval and use. For example, each
login, logout, profile search, profile update, profile view,
connection, follow, post, comment, like, share, click, mes-
sage, iteraction with a group, and/or other action performed
by an enftity in the online professional network may be
logged and stored in a database, data warehouse, cloud
storage, and/or other data-storage mechanism providing data
repository 434.

In turn, the data may be analyzed by an anti-abuse
infrastructure 402 1n a real-time, nearline, and/or offline
basis to detect and respond to attacks such as security
breaches, fake user accounts, account takeovers, spamming,
phishing, scraping, and/or other types of malicious or unde-
sired user activity with the online professional network 418.

Anti-Abuse infrastructure 402 may include a path
sequence encoder 426. The path sequence encoder 426
translates each specific request path from the data repository
434 into a standardized token that indicates the type of
request, and encodes the sequence of operations as itegers
based upon frequency. More particularly, the standardized
request paths are mapped to integers based on the ranking of
the frequency of that request path across all users (i.e.,
across all sequences, not just this sequence) during a par-
ticular time frame of interest. Thus, the path sequence enters
the path sequence encoder 426 and comes out as a sequence
of tokens and integers, with each token representing the type
ol the operation and each integer indicating how frequently
that request path was performed across all users. In an
example embodiment, this may be stored as a sequence 1n
the format: <tokenl>, <integer]l >, <token2>,
<anteger2>, . . . .
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Thus, the ranking of the frequency that each standardized
request path was requested across all users during the
particular time frame of interest 1s used as the integer for
cach corresponding standardized request path. The most
popular standardized request path 1s assigned an integer of
“1”, the second most popular 1s assigned an iteger of “2”,
and so on. The frequencies are calculated when the path
sequence encoder 426 1s mapping the request paths into
tokens. Thus, for example, 11 the particular time frame of
interest 1s the previous 4 days, then when the path sequence
encoder 426 1s mapping the request paths into tokens, i1t
calculates the number of times each request path was
requested across all users during the last 4 days, which then
represent the frequencies, and then ranks each of those
request paths based on their corresponding number of times
requested over those 4 days.

This sequence 1s then passed to the deep learming
machine-learned model 428, along with timing information
from the data repository 434. The timing information indi-
cates the time between user operations (At) within the
sequence.

It should be noted that the deep learning machine-learned
model 428 may be operated in either a traiming mode or an
evaluation mode. In traiming mode, the sequences from the
path sequence encoder 426 are training data that are fed to
the deep learning machine-learned model 428 along with
labels indicative of whether those sequences represented
abusive operations or not. In an example embodiment, these
labels are binary in nature (e.g., “1” 1f the corresponding
operations are abusive, “0” if not). In another example
embodiment, the labels are non-binary, and can represent the
extent or degree to which the sequences represent abusive
operations or not (allowing for, for example, a sequence to
be considered “mostly” abusive, or “partly” abusive, or the
like).

In an example embodiment, the labels may themselves be
obtained from an 1solation-forest machine-learned model
430, which takes the sequences (or the raw data from the
data repository 434) as input and outputs a score indicative
of a measure of abusiveness of the corresponding opera-
tions. This 1solation-forest machine-learned model 430 wall
be described 1n more detail below.

It 1s not mandatory that this 1solation-forest machine-
learned model 430 be used to generate the labels, and
embodiments are foreseen where the labels are obtained 1n
a different manner, such as through hand-labeling and/or
maintaining a repository of examples of prior abusive
behavior.

FIG. 5 1s a block diagram illustrating a deep learming
machine-learned model 428 1n more detail, 1n accordance
with an example embodiment. An encoded user request path
sequence 1s passed to an iput layer 500. The input layer S00
receives the sequence and passes to an embedding layer 502,
which learns embedding of the standardized request paths.
Learning embeddings 1s a process whereby each standard-
1zed request path 1s assigned a different set of coordinates 1n
an n-dimensional space. Each of these sets of coordinates 1s
considered a diflerent embedding. The relationships
between the sets of coordinates 1n the n-dimensional space
1s representative of the similarity of respective standardized
requests paths—if two paths are embedded to coordinates
that are closer to each other 1n the n-dimensional space, this
1s indicative that the paths are similar to each other, whereas
paths embedded to coordinates that are further from each
other 1n the n-dimensional space 1s indicative that the paths
are dissimilar to each other. Similarity 1s based on the labels
of the traiming data used to train the embedding layer 502.
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More particularly, in an example embodiment the embed-
ding layer 502 may be thought of as its own machine-learned
model, which 1s trained using training data comprising pairs
of request paths with labels indicative of the similarity of the
corresponding pairs of request paths. For example, the label
may be a value between 0 and 1, with 0 indicating that the
request paths 1n the pair are completely dissimilar and 1
indicating that the request paths 1n the pair are identical. The
embedding layer 502 then learns the similarities between
various request paths based on this training data, and uses 1t
to embed unlabeled request paths fed to 1t from the input
layer 500.

This allows the deep learning machine-learned model 428
to learn 1 multiple different standardized paths represent
similar actions based upon the surrounding context in the
sequence.

A 1-dimensional (1-D) convolutional layer 504 1s then
used to identify short, suspicious sequences of paths 1n a
translationally invariant way. Then, a max pooling layer 506
reduces the dimensionality of the output of the 1-D convo-
lutional layer 504.

Separately, input layer 308 receives a time difference
between user requests. This time difference 1s then concat-
enated with the output of the max pooling layer 506 1n a
concatenation layer. This concatenation 1s then passed to an
L'TSM 512. The output of the LTSM 512 1s then passed to
a dense layer 514, which outputs an indication of whether
the user request path sequence appears abusive or not.

An LTSM has four separate neural network layers inter-
acting 1n a special way. The first layer 1s a sigmoid layer that
decides which information to discard from the cell state.
This layer decides what information to forget, such as
forgetting the gender of a subject when a new subject 1s
encountered in a sentence. The second layer 1s a sigmoid
layer that decides which values to save 1n the cell. The third
layer then updates the new cell state based on the decisions
from the first and second layers. The fourth layer 1s another
sigmoid layer that decides what will be output.

Referring back to the isolation-forest machine-learned
model 430 of FIG. 4, 1solation forest 1s a type ol unsuper-
vised outlier detection that leverages the fact that outliers are
“few” and different”, meaning that they are fewer 1n number
and have unusual feature values compared to the inlier class.
The 1solation forest algorithm uses a randomly-generated
binary tree structure to non-parametrically capture the multi-
dimensional feature distribution of the training dataset. Each
isolation tree 1s created by first randomly sampling N
instance from the traimng dataset, and then, at each node,
randomly choosing a feature to split upon and then randomly
choosing a split value from a uniform distribution spanning
from the minimum value to the maximum value of the
feature chosen to split upon. The last two steps are then
repeated recursively until, in principle, all N mstances from
the sample are “isolated” in leal nodes of the 1solation
tree—one training instance per leal node. In practice, the
tree need not be built so deeply and can apply a height limut.

FIG. 6 1s a block diagram 1illustrating an example 1solation
tree 600 1n accordance with an example embodiment. Out-
liers, such as nodes 602 and 604, are easier to 1solate, while
inliers, such as nodes 606 and 608, are harder to 1solate. With
respect to standardized request paths, nodes 602 and 604
may represent request types that are atypical for the
sequence, while nodes 606 and 608 may represent request
types that are typical for the sequence. More particularly,
outliers require fewer random splits to achieve 1solation, on
average. The result 1s a shorter expected path length from a
root node 610 to an outlier node, such as nodes 602 and 604.




US 11,936,682 B2

9

An outhier score for a particular instance 1s a function of the
path length from the root node 610 to a leaf node and the
total number of training instances used to build the tree.

If a height limit 1s applied when building the tree, some
leaf nodes will end up with more training instances than
others. This 1s useful additional information that can be
incorporated into the outlier score. The average depth for an
unsuccessful search in a binary search tree created with N
instances 1s given by:

Q(N—l))

c(N) = 2H (N — 1)—( ~

where H(1)=In(1)4-0.5772156649. Due to the similar struc-
ture of binary search trees and 1solation trees, the value c(IN)
provides the average depth of an 1solation tree created using
N training instances. For leaf nodes containing M>1 training
instances, one can add c(M) to the measured path length
from the root to the leaf node to account for the number of
instances terminating in the leaf node: this sum yields the
effective path length for a particular instance, h(x,).

An ensemble of 1solation trees, called an 1solation forest,

can then be trained and their outputs can be averaged across
to reduce the variance of the isolation-forest machine-
learned model 430. Once an i1solation-forest machine-
learned model 430 1s trained, the outlier score for an instance
X, 1s given by:

—E(A(x;))
S(If: N) — 2 E(N) 3

wherein E(h(x,)) 1s the effective path length for that instance,
h(x.)), averaged across all trees 1n the ensemble, and C(N) 1s
the expected depth of an 1solation tree given N ftraining
instances discussed previously. This uncalibrated score s(x,,
N) ranges from O to 1, with higher scores being more
outher-like.

For some types of abuse, such as spam, it 1s possible to
have a scalable review process where humans label training
examples as spam or not spam. There are other types of
abuse, however, such as scraping, where this kind of scalable
human labeling 1s much more difficult, or impossible. Often,
the labels that are able to be obtained for training and
evaluation are fuzzy, and the precision may be less than
1ideal, as well as there being poor recall for some types of
abusive behavior. Using an unsupervised machine-learned
model such as an 1solation forest 1s helpiul for problems with
few or no labels, as it helps to circumnavigate these label-
based challenges.

FIG. 7 1s a flow diagram 1llustrating a method 700, in
accordance with an example embodiment. At operation 702,
training data 1s obtained. This tramning data including
sequences of operations performed by accounts of an online
network, each sequence indicating a request path for one or
more of the operations and an order for the operations. At
operation 704, the request paths in the training data are
standardized into tokens reflective of operation types of
corresponding request paths. At operation 706, the tokens
are mapped to integers reflecting a frequency of occurrences
of the request paths 1n sequences of operations performed by
a plurality of accounts of the online network. At operation
708, a label for each sequence of operations, the correspond-
ing tokens, and the corresponding integers are fed into a
machine learning algorithm to train a long short-term
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memory deep learning machine-learned model. This training
trains the model to calculate a score 1ndicative of a likeli-
hood that a subsequent sequence of operations performed by
another account of the online network fed as input to the
long short-term memory deep learning machine learned
model constitutes abusive operations.

FIG. 8 1s a block diagram 800 1llustrating a software
architecture 802, which can be installed on any one or more
of the devices described above. FIG. 8 1s merely a non-
limiting example of a software architecture, and i1t will be
appreciated that many other architectures can be 1mple-
mented to facilitate the functionality described herein. In
various embodiments, the software architecture 802 1s
implemented by hardware such as a machine 900 of FIG. 9
that includes processors 910, memory 930, and input/output
(I/0) components 950. In this example architecture, the
software architecture 802 can be conceptualized as a stack of
layers where each layer may provide a particular function-
ality. For example, the software architecture 802 includes
layers such as an operating system 804, libraries 806,
frameworks 808, and applications 810. Operationally, the
applications 810 invoke API calls 812 through the software
stack and receive messages 814 in response to the API calls
812, consistent with some embodiments.

In various implementations, the operating system 804
manages hardware resources and provides common ser-
vices. The operating system 804 includes, for example, a
kernel 820, services 822, and drivers 824. The kernel 820
acts as an abstraction layer between the hardware and the
other software layers, consistent with some embodiments.
For example, the kernel 820 provides memory management,
processor management (e.g., scheduling), component man-
agement, networking, and security settings, among other
functionality. The services 822 can provide other common
services for the other software layers. The drivers 824 are
responsible for controlling or interfacing with the underlying
hardware, according to some embodiments. For instance, the
drivers 824 can include display drivers, camera drivers,
BLUETOOTH® or BLUETOOTH® Low Energy drivers,
flash memory drivers, serial communication drivers (e.g.,
Universal Serial Bus (USB) drivers), Wi-F1® drivers, audio
drivers, power management drivers, and so forth.

In some embodiments, the libraries 806 provide a low-
level common infrastructure utilized by the applications
810. The libraries 806 can include system libraries 830 (e.g.,
C standard lLibrary) that can provide functions such as
memory allocation functions, string manipulation functions,
mathematic functions, and the like. In addition, the libraries
806 can include API lLibraries 832 such as media libraries
(e.g., libraries to support presentation and manipulation of

various media formats such as Moving Picture Experts
Group-4 (MPEG4), Advanced Video Coding (H.264 or

AVC), Moving Picture Experts Group Layer-3 (MP3),
Advanced Audio Coding (AAC), Adaptive Multi-Rate
(AMR) audio codec, Joint Photographic Experts Group
(JPEG or JPG), or Portable Network Graphics (PNG)),
graphics libraries (e.g., an OpenGL framework used to
render 1n two dimensions (2D) and three dimensions (3D) 1n
a graphic context on a display), database libraries (e.g.,
SQLite to provide various relational database functions),
web libraries (e.g., WebKit to provide web browsing func-
tionality), and the like. The libraries 806 can also include a
wide variety of other libraries 834 to provide many other
APIs to the applications 810.

The frameworks 808 provide a high-level common inira-
structure that can be utilized by the applications 810, accord-
ing to some embodiments. For example, the frameworks 808
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provide various graphical user interface functions, high-
level resource management, high-level location services,
and so forth. The frameworks 808 can provide a broad
spectrum of other APIs that can be utilized by the applica-
tions 810, some of which may be specific to a particular
operating system 804 or platform.

In an example embodiment, the applications 810 include
a home application 850, a contacts application 852, a
browser application 854, a book reader application 856, a
location application 858, a media application 860, a mes-
saging application 862, a game application 864, and a broad
assortment of other applications, such as a third-party appli-
cation 866. According to some embodiments, the applica-
tions 810 are programs that execute functions defined 1n the
programs. Various programming languages can be employed
to create one or more of the applications 810, structured in
a variety of manners, such as object-oriented programming
languages (e.g., Objective-C, Java, or C++) or procedural
programming languages (e.g., C or assembly language). In
a specific example, the third-party application 866 (e.g., an
application developed using the ANDROID™ or [IOS™
software development kit (SDK) by an entity other than the
vendor of the particular platform) may be mobile software
running on a mobile operating system such as I0OS™,
ANDROID™  WINDOWS® Phone, or another mobile
operating system. In this example, the third-party applica-
tion 866 can imvoke the API calls 812 provided by the
operating system 804 to facilitate functionality described
herein.

FIG. 9 illustrates a diagrammatic representation of a
machine 900 1n the form of a computer system within which
a set of instructions may be executed for causing the
machine 900 to perform any one or more of the method-
ologies discussed herein, according to an example embodi-
ment. Specifically, FIG. 9 shows a diagrammatic represen-
tation of the machine 900 in the example form of a computer
system, within which structions 916 (e.g., software, a
program, an application 810, an applet, an app, or other
executable code) for causing the machine 900 to perform
any one or more of the methodologies discussed herein may
be executed. For example, the instructions 916 may cause
the machine 900 to execute the method 700 of FIG. 7.
Additionally, or alternatively, the instructions 916 may
implement FIGS. 1-7, and so forth. The instructions 916
transform the general, non-programmed machine 900 into a
particular machine 900 programmed to carry out the
described and illustrated functions 1n the manner described.
In alternative embodiments, the machine 900 operates as a
standalone device or may be coupled (e.g., networked) to
other machines. In a networked deployment, the machine
900 may operate 1n the capacity of a server machine or a
client machine 1n a server-client network environment, or as
a peer machine 1n a peer-to-peer (or distributed) network
environment. The machine 900 may comprise, but not be
limited to, a server computer, a client computer, a PC, a
tablet computer, a laptop computer, a netbook, a set-top box
(STB), a portable digital assistant (PDA), an entertainment
media system, a cellular telephone, a smartphone, a mobile
device, a wearable device (e.g., a smart watch), a smart
home device (e.g., a smart appliance), other smart devices,
a web appliance, a network router, a network switch, a
network bridge, or any machine capable of executing the
istructions 916, sequentially or otherwise, that specily
actions to be taken by the machine 900. Further, while only
a single machine 900 1s 1llustrated, the term “machine” shall
also be taken to include a collection of machines 900 that
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individually or jointly execute the instructions 916 to per-
form any one or more of the methodologies discussed
herein.

The machine 900 may include processors 910, memory
930, and I/O components 950, which may be configured to
communicate with each other such as via a bus 902. In an
example embodiment, the processors 910 (e.g., a central
processing umt (CPU), a reduced instruction set computing
(RISC) processor, a complex instruction set computing
(CISC) processor, a graphics processing umt (GPU), a
digital signal processor (DSP), an application-specific inte-
grated circuit (ASIC), a radio-frequency integrated circuit
(RFIC), another processor, or any suitable combination
thereol) may include, for example, a processor 912 and a
processor 914 that may execute the instructions 916. The
term ““processor’ 1s intended to include multi-core proces-
sors 910 that may comprise two or more independent
processors 912 (sometimes referred to as “cores”) that may
execute mstructions 916 contemporaneously. Although FIG.
9 shows multiple processors 910, the machine 900 may
include a single processor 912 with a single core, a single
processor 912 with multiple cores (e.g., a multi-core pro-
cessor), multiple processors 910 with a single core, multiple
processors 910 with multiple cores, or any combination
thereof.

The memory 930 may include a main memory 932, a
static memory 934, and a storage unit 936, all accessible to
the processors 910 such as via the bus 902. The main
memory 932, the static memory 934, and the storage unit
936 store the istructions 916 embodying any one or more
of the methodologies or functions described herein. The
mstructions 916 may also reside, completely or partially,
within the main memory 932, within the static memory 934,
within the storage unit 936, within at least one of the
processors 910 (e.g., within the processor’s cache memory),
or any suitable combination thereof, during execution
thereof by the machine 900.

The I/O components 950 may include a wide variety of
components to receive input, provide output, produce out-
put, transmit information, exchange information, capture
measurements, and so on. The specific I/O components 950
that are included 1n a particular machine 900 will depend on
the type of machine 900. For example, portable machines
such as mobile phones will likely include a touch input
device or other such input mechanisms, while a headless
server machine will likely not include such a touch input
device. It will be appreciated that the I/O components 950
may 1nclude many other components that are not shown in
FIG. 9. The I/O components 950 are grouped according to
functionality merely for simplitying the following discus-
sion, and the grouping 1s 1n no way limiting. In various
example embodiments, the I/O components 950 may include
output components 952 and mmput components 954. The
output components 9352 may include visual components
(c.g., a display such as a plasma display panel (PDP), a
light-emitting diode (LED) display, a liquid crystal display
(LCD), a projector, or a cathode ray tube (CRT)), acoustic
components (e.g., speakers), haptic components (e.g., a
vibratory motor, resistance mechanisms), other signal gen-
erators, and so forth. The mput components 954 may include
alphanumeric input components (e.g., a keyboard, a touch
screen configured to receive alphanumeric mput, a photo-
optical keyboard, or other alphanumeric input components),
point-based input components (e.g., a mouse, a touchpad, a
trackball, a joystick, a motion sensor, or another pointing
instrument), tactile mput components (e.g., a physical but-
ton, a touch screen that provides location and/or force of
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touches or touch gestures, or other tactile mput compo-
nents), audio input components (e.g., a microphone), and the
like.

In further example embodiments, the I/O components 950
may include biometric components 956, motion components
958, environmental components 960, or position compo-
nents 962, among a wide array of other components. For
example, the biometric components 956 may include com-
ponents to detect expressions (e.g., hand expressions, facial
expressions, vocal expressions, body gestures, or eye track-
ing), measure biosignals (e.g., blood pressure, heart rate,
body temperature, perspiration, or brain waves), identily a
person (€.g., voice 1dentification, retinal 1dentification, facial
identification, fingerprint identification, or electroencepha-
logram-based 1dentification), and the like. The motion com-
ponents 958 may include acceleration sensor components
(e.g., accelerometer), gravitation sensor components, rota-
tion sensor components (e.g., gyroscope), and so forth. The
environmental components 960 may include, for example,
1llumination sensor components (€.g., photometer), tempera-
ture sensor components (€.g., one or more thermometers that
detect ambient temperature), humidity sensor components,
pressure sensor components (e.g., barometer), acoustic sen-
sor components (e.g., one or more microphones that detect
background noise), proximity sensor components (e.g.,
infrared sensors that detect nearby objects), gas sensors
(e.g., gas detection sensors to detect concentrations of haz-
ardous gases for salety or to measure pollutants in the
atmosphere), or other components that may provide indica-
tions, measurements, or signals corresponding to a surround-
ing physical environment. The position components 962
may include location sensor components (e.g., a Global
Positioning System (GPS) recerver component), altitude
sensor components (e.g., altimeters or barometers that detect
air pressure from which altitude may be derived), orientation
sensor components (e.g., magnetometers), and the like.

Communication may be implemented using a wide vari-
ety of technologies. The I/O components 950 may 1nclude
communication components 964 operable to couple the
machine 900 to a network 980 or devices 970 via a coupling,
982 and a coupling 972, respectively. For example, the
communication components 964 may include a network
interface component or another suitable device to interface
with the network 980. In further examples, the communi-
cation components 964 may include wired communication
components, wireless communication components, cellular
communication components, near field communication
(NFC) components, Bluetooth® components (e.g., Blu-
ctooth® Low Energy), Wi-Fi® components, and other com-
munication components to provide communication via other
modalities. The devices 970 may be another machine or any
of a wide variety of peripheral devices (e.g., a peripheral
device coupled via a USB).

Moreover, the communication components 964 may
detect i1dentifiers or include components operable to detect
identifiers. For example, the communication components
964 may include radio frequency identification (RFID) tag
reader components, NFC smart tag detection components,
optical reader components (e.g., an optical sensor to detect
one-dimensional bar codes such as Universal Product Code
(UPC) bar code, multi-dimensional bar codes such as Quick
Response (QR) code, Aztec code, Data Matrix, Dataglyph,
Maxi1Code, PDF417, Ultra Code, UCC RSS-2D bar code,
and other optical codes), or acoustic detection components
(e.g., microphones to identily tagged audio signals). In
addition, a variety of mformation may be derived via the
communication components 964, such as location via Inter-
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net Protocol (IP) geolocation, location via Wi-Fi® signal
triangulation, location via detecting an NFC beacon signal
that may indicate a particular location, and so forth.
Executable Instructions and Machine Storage Medium

The various memories (1.€., 930,932, 934, and/or memory
of the processor(s) 910) and/or the storage umt 936 may
store one or more sets of mstructions 916 and data structures
(e.g., software) embodying or utilized by any one or more of
the methodologies or functions described herein. These
instructions (e.g., the mstructions 916), when executed by
the processor(s) 910, cause various operations to implement
the disclosed embodiments.

As used herein, the terms “machine-storage medium,”
“device-storage medium,” and “computer-storage medium”™
mean the same thing and may be used interchangeably. The
terms refer to a single or multiple storage devices and/or
media (e.g., a centralized or distributed database, and/or
associated caches and servers) that store executable mstruc-
tions 916 and/or data. The terms shall accordingly be taken
to 1nclude, but not be limited to, solid-state memories, and
optical and magnetic media, including memory internal or
external to the processors 910. Specific examples of
machine-storage media, computer-storage media, and/or
device-storage media include non-volatile memory includ-
ing, by way of example, semiconductor memory devices,
e.g., erasable programmable read-only memory (EPROM),
clectrically erasable programmable read-only memory (EE-
PROM), field-programmable gate array (FPGA), and flash
memory devices; magnetic disks such as internal hard disks
and removable disks; magneto-optical disks; and CD-ROM
and DVD-ROM disks. The terms “machine-storage media,”
“computer-storage media,” and “device-storage media™ spe-
cifically exclude carrier waves, modulated data signals, and
other such media, at least some of which are covered under
the term “signal medium™ discussed below.

Transmission Medium

In various example embodiments, one or more portions of
the network 980 may be an ad hoc network, an intranet, an
extranet, a VPN, a LAN, a WLAN, a WAN, a WWAN, a
MAN, the Internet, a portion of the Internet, a portion of the
PSTN, a plain old telephone service (POTS) network, a
cellular telephone network, a wireless network, a Wi-Fi®
network, another type of network, or a combination of two
or more such networks. For example, the network 980 or a
portion of the network 980 may include a wireless or cellular
network, and the coupling 982 may be a Code Division
Multiple Access (CDMA) connection, a Global System for
Mobile commumnications (GSM) connection, or another type
of cellular or wireless coupling. In this example, the cou-
pling 982 may implement any of a variety of types of data
transier technology, such as Single Carrier Radio Transmis-
sion Technology (1xRT1T), Evolution-Data Optimized
(EVDO) technology, General Packet Radio Service (GPRS)
technology, Enhanced Data rates for GSM Evolution
(EDGE) technology, third Generation Partnership Project
(3GPP) including 3G, fourth generation wireless (4G) net-
works, Umversal Mobile Telecommunications System
(UMTS), High-Speed Packet Access (HSPA), Worldwide
Interoperability for Microwave Access (WiIMAX), Long-
Term Evolution (LTE) standard, others defined by various
standard-setting organizations, other long-range protocols,
or other data-transfer technology.

The 1nstructions 916 may be transmitted or received over
the network 980 using a transmission medium via a network
interface device (e.g., a network interface component
included in the communication components 964) and uti-
lizing any one of a number of well-known transter protocols
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(e.g., HI'TP). Similarly, the imnstructions 916 may be trans-
mitted or received using a transmission medium via the
coupling 972 (e.g., a peer-to-peer coupling) to the devices
970. The terms “transmission medium™ and “signal
medium” mean the same thing and may be used interchange-
ably 1n this disclosure. The terms “transmission medium”™
and “signal medium” shall be taken to include any intangible
medium that 1s capable of storing, encoding, or carrying the
instructions 916 for execution by the machine 900, and
include digital or analog communications signals or other
intangible media to facilitate communication of such sofit-
ware. Hence, the terms “transmission medium” and “signal
medium”™ shall be taken to include any form of modulated
data signal, carrier wave, and so forth. The term “modulated
data signal” means a signal that has one or more of its
characteristics set or changed 1n such a manner as to encode
information in the signal.
Computer-Readable Medium

The terms “machine-readable medium,” “computer-read-
able medium,” and “device-readable medium” mean the
same thing and may be used interchangeably 1n this disclo-
sure. The terms are defined to include both machine-storage
media and transmission media. Thus, the terms include both
storage devices/media and carrier waves/modulated data
signals.

.

2P e

What 1s claimed 1s:

1. A system comprising;:

a non-transitory computer-readable medium having
istructions stored thereon, which, when executed by a
processor, cause the system to perform operations
comprising;

obtaining a first sequence of operations performed by a
first account of an online network, the first sequence of
operations indicating at least one request path for one
or more of the operations and an order for the opera-
tions;

standardizing the at least one request path into tokens
reflective of operation types of request paths;

mapping the tokens to integers reflecting a ranking of a
frequency of occurrences of the at least one request
path 1n sequences of operations, mcluding the first
sequence ol operations, performed by a plurality of
accounts of the online network; and

feeding a label for the first sequence of operations, the
tokens, and the mtegers into a machine learning algo-
rithm to train a long short-term memory deep learming
machine-learned model to calculate a score indicative
of a likelihood that a subsequent second sequence of
operations performed by a second account of the online
network fed as mput to the long short-term memory
deep learning machine learned model constitutes abu-
s1ive operations.

2. The system of claim 1, wherein the label 1s obtained
from a value output by an isolation-forest machine-learned
model 1n response to the isolation-forest machine-learned
model evaluating the first sequence ol operations.

3. The system of claim 1, wherein the types of corre-
sponding request paths include at least one selected from a
group comprising: profile view type profile search type,
login type, and logout type, or any combination thereof.

4. The system of claim 1, wherein the abusive operations
comprise scraping ol data in the online network.

5. The system of claim 4, wherein the data includes a
plurality of user profiles.

6. The system of claim 1, wherein the long short-term
memory deep learning machine-learned model 1s trained
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based on a concatenation of the tokens, integers, and timing
information retlecting a time period between request paths.

7. The system of claim 1, wherein the long short-term
memory deep learning machine-learned model 1includes an
embedding layer, which takes a standardized request path
and maps the standardized request to a set of coordinates 1n
an n-dimensional space.

8. The system of claim 7, wherein the embedding layer 1s
designed to map similar request paths to coordinates 1n the
n-dimensional space that are closer together than coordi-
nates to which dissimilar request paths are mapped.

9. The system of claim 7, wherein the long short-term
memory deep learning machine-learned model further
includes a one-dimensional convolutional layer.

10. The system of claim 9, wherein the long short-term
memory deep learning machine-learned model further
includes a max pooling layer.

11. The system of claim 10, wherein the long short-term
memory deep learning machine-learned model further
includes a concatenation layer, which concatenates output of
the max pooling layer with a time difference between user
requests.

12. The system of claam 11, wheremn output of the
concatenation layer 1s fed to a long short-term memory.

13. The system of claim 12, wherein output of the long

short-term memory 1s sent to a dense layer, which outputs
the score.

14. A method comprising:

obtaining a {irst sequence ol operations performed by a

first account of an online network, the first sequence of
operations indicating at least one request path for one
or more of the operations and an order for the opera-
tions;

standardizing the at least one request path into tokens

reflective of operation types of request paths;

mapping the tokens to integers reflecting a ranking of a

frequency of occurrences of the at least one request
path 1 sequences ol operations, including the first
sequence ol operations, performed by a plurality of
accounts of the online network: and

feeding a label for the first sequence of operations, the

tokens, and the integers into a machine learning algo-
rithm to train a long short-term memory deep learning
machine-learned model to calculate a score indicative
of a likelihood that a subsequent second sequence of
operations performed by a second account of the online
network fed as mput to the long short-term memory
deep learning machine learned model constitutes abu-
s1ve operations.

15. The method of claim 14, wherein the long short-term
memory deep learning machine-learned model 1s trained by
a machine learning algorithm using traiming data include at
least one label, wherein the at least one label 1s obtained
from a value output by an 1solation-forest machine-learned
model in response to the isolation-forest machine-learned
model evaluating the first sequence of operations.

16. The method of claim 14, wherein the types of corre-
sponding request paths mclude at least one selected from a
group comprising: profile view type, profile search type,
login type, and logout type, or any combination thereof.

17. The method of claim 14, wherein the abusive opera-
tions comprise scraping of data in the online network.

18. The method of claim 17, wherein the data includes a
plurality of user profiles.

19. The method of claim 14, wherein the long short-term
memory deep learning machine-learned model 1s trained
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based on a concatenation of the tokens, integers, and timing,
information reflecting a time period between request paths.
20. A system comprising;:
obtaining a first sequence of operations performed by a
first account of an online network, the first sequence of 5
operations indicating at least one request path for one
or more of the operations and an order for the opera-
tions;
standardizing the at least one request path into tokens
reflective of operation types of request paths; 10
mapping the tokens to integers reflecting a ranking of a
frequency of occurrences of the at least one request
path 1n sequences of operations, mcluding the first
sequence ol operations, performed by a plurality of
accounts of the online network:; and 15
feeding a label for the first sequence of operations, the
tokens, and the mtegers into a machine learning algo-
rithm to train a long short-term memory deep learming
machine-learned model to calculate a score indicative
of a likelihood that a subsequent second sequence of 20
operations performed by a second account of the online
network fed as mput to the long short-term memory
deep learning machine learned model constitutes abu-
s1ive operations.
25
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